Evaluation of statistical software for federated
analysis of multi-site real world studies
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Key Takeaways Federated Analysis (FA) for multi-site real world database studies

In real world evidence (RWE), multi-site studies are needed Figure 1: Pooled analysis

Federated analysis (FA) Is an alternative to pooling to obtain sufficiently large and representative patient cohorts Site 1 Site N
individual patient data (IPD) or to meta-analysis that: from electronic medical records databases. Typical . D .
» Gives analytical results that are equivalent to approaches to multi-sfte analyses are either to - = =
pooled IPD, and  Pool individual patient data (IPD) into a single research De-identification [
: : database (Figure 1), or 8 collation |_|'§
* Fully preserves data privacy, as IPD Is never S
shared outside each contributing site ) Peffofm A meta'analys's using site-level summary Research ,9%
statistics (Figure 2) Database =
|1
While there Is potential for FA to be effective for real Both methods pose challenges to researchers: Analysis ﬁ
world ewdencg studies, and_there have l:.)een many » Data pooling requires contributing sites to give their IPD
developments In the federation of analytical methods to a third party, which poses both regulatory and trust Figure 2: Meta-analysis
INn recent years, there are still gaps which make FA challenges due to data privacy laws including EU GDPR Site 1 Site N
difficult to execute In practice: + Meta-analysis does not make use of IPD. Using IPD in a o o o
IPD A IPD A IPD A

multi-site study increases the precision of analyses = = =

compared to meta-analysis, and can still incorporate
- - - - - - Local Local Local
appropriate weighting between contributing sites or S éﬁ% S é% - éﬁ%

subgroups as required 1 I 1 1

Analysis ﬁ Analysis ﬁ Analysis ﬁ

» Meta-analysis /Q <
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 Only alimited number of analytical methods
have been federated

 Fragmented landscape of federated software
solutions

Substantial software development is required before
a typical real world study can be readily performed

Federated analysis (Figure 3) is an alternative method:
« Harmonized datasets containing sensitive patient-level

with FA. data are hosted securely at contributing sites, so sites
retain complete control of their data
How are federated analyses for some » There is full preservation of data privacy, as identifiable Figure 3: Federated Analysis
common statistical methods executed? data is never shared outside the sitel Site 1 Site N
. L . * Analyses are performed simultaneously across sites, and = o o
Descriptive statistics: For instance, the sample mean. The IPD A IPD ) IPD )

sufficient statistics for the sample mean X across s sites are give results equivalent to those obtained with pooled IPD = — =

. i P — v — i=1 i ' ibuti - - . Local Local Local
{n;,x}fori=1,..,s, because x o The site contributions FA is an effective when: cocal ég cocal é% cocal ég
to the sample mean do not retain any identifiable patient data, « Sites cannot, or do not wish to, share IPD
and the result Is exactly equivalent to pooled data. + The statistical methods required for the analysis can Central @B

_ _ be federated Server |
A simple federated analysis —sample mean » The technology and software for a federated analysis |
Step 1: Query the site Step 2: Return non- Step 3: Compute sample IS available ATEWEIE ﬁ
sample mean identifiable summary mean
statsn_i, x i
Data . %) Data Analysis
| = | = G Review of FA Software for common The current state of FA for real world studies
Analysis % Analysis ?@ 4@) ] ]
:@% ;’é _mE e, statistical methods Proof of Federation for statistical analyses:
oG : e n Commonly used statistical methods for real world studies For statistical modelling and testing, the algorithms for
=L i) E2 were identified through literature review of recent publications model fitting must be federated, and proved to be equivalent

and consultation of senior real world data researchers. to non-federated. While many common models identified have

been federated (Table 1), some commonly used methods

Generalised linear models: This is made possible by a
modification of the iterated reweighted least-squares algorithm
which iteratively requests non-identifying summary statistics

For the analytical methods, a targeted literature review was
conducted to identify:

have not. This includes:
« |Imputation (e.g. multiple imputation, or repeated

1. Demonstration of federated execution;
2. Proof of federated results being exact and non-disclosive;
3. Availability of software either commercial or open source.

from each site. An example of this is logistic regression. There
can be some numerical differences in the model coefficients,
as expected from a numerical optimization procedure.?3

measures models)

« Some survival models (e.g. parametric survival models,
competing risks)
The review did not cover Compliance with hospital information e Mixed and hierarchical mode|s’ particu|ar|y random

Step 1: Distribute initial coefficients b, Step 2: For iterationi = 0,1,2, ... return

site-specific information matrices . . . -  Bayesian analysis (a framework called PVI (Partitioned
Lol Zpand SCOTE VECIONS S, 1,5, , The majority of the analytical methods identified have been y _ ysis ( . (
7 o Variational Inference) </ has been developed for federated

| | federated, and many have software implementations, listed in e _

bDawa —, ~ Analysis , ~ Data RN . 5 Rl DRI Table 1 training of Bayesian neural networks, but more work needs
PC 1 aple 1.

je, & to be done)

PC 2 0 PC 0 PC 1 PC 2 i,2)Si,2 PC i15i,1
Table 1: Software for common statistical methods
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For data visualization, the federation of the method for
collecting plot data can be straightforward, but the limitation is

Step 4: Check convergence criterion,u Step 3: Update coefficients to b;, 1
using the residual deviance D; with federated modification to

Proof that federated
execution is possible

Method Description

Software Implementation

If the model has converged STOP IRLS algorithm - Mean, Standard Deviation, IQR, Count, . - . P - -
h . f S 2 DeSFIrIPtIVG Percentages, Median, Min, Max, Contingency [7] DgtaSHIELD [7]’ NB: StatIStIICS SU'Ch as Wh ether IndIVIduaI data Values Can be dlStI”gUIShed In the
otherwise repeat rom tep Statistics Tables, Proportion, Odds ratio min, max, median may be disclosive
| | ’ ’ plot. For instance, a scatter plot would not be suitable, but a
Analysis D, — D;_,| Analysis  1(X,b;) = I(Xy, by) +1(Xz, b;) Visualization | istogram, contour plot, heat map, scatter plot, (25] DataSHIELD [7] NB: Plots such as scatter ]
PC g <107 PC  s(X,y,b) = s(Xu, y1, b)) + 5(X5, y2, by) box pot plots and box plots may be disclosive density plot could be produced. More federated data
éC bit1 = b+ 1(X,b)7's(X, y, b)) T-test, Wilcoxon Rank Sum, Wilcoxon Signed - DataSHIELD [7], ShareMIND [8], RMIND visualizations would be valuable.
Rank, Chi-square test [9], DataMole [10], SMC [11]
_Zr(;tsetst, McNemar’s Test, ANOVA, Fisher’s Exact [12] DataSHIELD [7], SMC [11] S ft A . I b . I t
- : Hypothesis ortware Avallapllity.
COX PI’O p 0 I’tl on a.l H aZz al‘d S MO d el S. The federated an aIyS|S Tests Kruskall-Wallis, Spearman Correlation, Pearson (16] SCS [17] y
. . ¢ Correlation -
results are equivalent to pooled analysis under Breslow's , _ No federated software solution has all methods
. . . . 4 Kendall’s Tau Test, Kolgomorov-Smirnov [10] DataMole [10] . .
partial likelihood assumption. Cochran-Armitage 18] SMC [L1] Implemented and combing platforms would cumbersome.
LASSO 12 SMC [11 I " 1 "
Variable = ° ;HI]ELD S weeLonE o Many solutions require their own tool or architecture and are
: : : - At A Selection  |AIC, BIC, Likelihood Ratio Test 19 ata Ve : : :
Patient matching: Patient similarity is measured by assigning kelinood Ratio Tes o) WebDISCO [21] not readily compatible.
context-specific binary hash codes to patients, and computing e e oot e o |oaasHiELom
I I I 1t Models Mixed Model ’ . .
the hamming distance counting the number of positions where e — — Providers of federated analytical tools must also be able to
: : : eneralised Estimating Equations
the hash codes differ. The creation of the patient feature - -
tor 1o be hashed i acted by th P o r d Sunival | Kaplan Meier 13 ranSMART [14], SmartR [15] prove that analytical methods and outputs do not violate any
VECLOr 10 be nasnea IS selecte e researcner, and wou Models Cox Proportional Hazards Regression 21 WebDISCO [21 . : :
L . . Y o o Topeore et R = St o data sharing regulations and guarantee results do not contain
require similar consideration to feature selection in other vatohing g e PSR fient-identifiable dat
. . . Propensity Score Matching ’ i atient-ifaentifiapie adata.
matching contexts such as propensity score matching.® P
Machine Bayesian Neural Networks, Gaussian Process
Learning Models [27] PVI Framework [27]
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